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1
METHODS AND APPARATUS TO SECURELY
SHARE DATA

FIELD OF THE DISCLOSURE

This disclosure relates generally to computing systems
and, more particularly, to methods and apparatus to securely
share data.

BACKGROUND

Cloud-based storage services (e.g., such as DropBox,
Apple iCloud®, etc.) have become a preferred service for
many types of systems and/or organizations.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example system including an example
cloud service provider (CSP) implementing examples dis-
closed herein.

FIG. 2 is a block diagram of an example implementation of
the example first computing device of FIG. 1.

FIG. 3 is a block diagram of an example implementation of
the example security module of FIG. 2.

FIG. 4 is a block diagram of an example implementation of
the example memory protector of FIG. 2.

FIG. 5 is an example archive file generated by the example
archive file generator of FIG. 2.

FIG. 6 is a sequence diagram flowchart representative of
example communications between the example first comput-
ing device of FIGS. 1-4, the example cloud service provider
(CSP) of FIGS. 1-2, and the example second computing
device of FIG. 1.

FIG. 7 is a flowchart representative of first example
machine-readable instructions that may be executed to imple-
ment the example CSP of FIGS. 1-2.

FIG. 8 is a flowchart representative of second example
machine-readable instructions that may be executed to imple-
ment the example CSP of FIGS. 1-2.

FIG. 9 is a flowchart representative of first example
machine-readable instructions that may be executed to imple-
ment the example first computing device of FIGS. 1-4 and/or
the example second computing device of FIG. 1.

FIG. 10 is a flowchart representative of second example
machine-readable instructions that may be executed to imple-
ment the example first computing device of FIGS. 1-4 and/or
the example second computing device of FIG. 1.

FIG. 11 is a block diagram of an example processor plat-
form capable of executing the example machine-readable
instructions of FIG. 7 to implement the example CSP of
FIGS. 1-2, capable of executing the example machine-read-
able instructions of FIG. 8 to implement the example CSP of
FIGS. 1-2, capable of executing the example machine-read-
able instructions of FIG. 9 to implement the example first
computing device of FIGS. 1-4 and/or the example second
computing device of FIG. 1, and/or capable of executing the
example machine-readable instructions of FIG. 10 to imple-
ment the example first computing device of FIGS. 1-4 and/or
the example second computing device of FIG. 1.

DETAILED DESCRIPTION

The National Institute of Standards and Technology
(NIST) defines cloud computing as “a model for enabling
ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., net-
works, servers, storage, applications, and services) thatcan be
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2

rapidly provisioned and released with minimal management
effort or service provider interaction.” (Mell, Peter et al., The
NIST Definition of Cloud Computing, NIST, September
2011). Cloud service providers (CSPs) provide cloud services
via different delivery models including, for example, a Soft-
ware as a Service (SaaS) model, a Platform as a Service
(PaaS) model, and/or an Infrastructure as a Service (IaaS)
model, etc., and/or combination(s) thereof. When delivered
via the SaaS model, the CSP provides users with access to an
application running (e.g., being executed) on hardware (e.g.,
aserver accessible to the user via the Internet) managed by the
CSP. In the PaaS model, the CSP provides users with a soft-
ware development environment in which the users can
design, build and/or customize application(s) to be executed
on hardware of the CSP. The IaaS model involves the CSP
providing basic computing services to the users, such as on-
demand data storage that is provisioned in real-time based on
current needs. Thus, while cloud computing services can be
delivered in a plurality of manners, cloud-based systems typi-
cally involve a managed pool of resources (e.g., hardware,
software, and/or storage devices) that are shared among a
plurality of users.

In some instances, such as IaaS models of cloud services,
the corresponding CSP provides data storage capabilities.
Such cloud-based storage systems and/or services typically
store data in a cleartext form to, for example, facilitate index-
ing and/or searching of the data. When stored in cleartext
form, the data is generally unecrypted and exposed to attack
by anyone with Internet access. To protect the cleartext form
data, prior cloud-based systems rely on client applications to
encrypt the data. In such instances, the data made available
via the cloud is encrypted by a client application saving (e.g.,
facilitating the storage of) the data and/or by some interme-
diate solution implemented in connection with client appli-
cations, such as special file systems dedicated to (e.g.,
designed specifically for) the encryption of data. Such
encryption techniques require changes and/or additional pro-
cessing in connection with the corresponding operating sys-
tem (OS) environment(s). That is, prior encryption tech-
niques for cloud-based data storage services involve
alteration and/or customization of the OS environment. The
alteration and/or customization of the OS environment(s) is
burdensome. For example, the encryption techniques of such
systems include intercepting data flows to and from the OS
(e.g., via driver layering techniques) and applying encryp-
tion/decryption methods to the intercepted data flows. Such a
system introduces additional processing components and/or
algorithms in connection with the OS environment. More-
over, dangerous malware operates in a similar fashion (e.g.,
by intercepting data flows to and from an OS), making the
malware difficult to detect by, for example, anti-virus agents.
Accordingly, known systems rely on end users (e.g., custom-
ers of the CSP) to actively configure and/or maintain security
functionality to protect the cloud-based resources and/or
data.

Example methods, apparatus, and articles of manufacture
disclosed herein provide security (e.g., encryption and
decryption of data) for cloud-based storage systems while
remaining OS agnostic. That is, examples disclosed herein
provide encrypted cloud-based data storage without impact-
ing (e.g., without imposing compatibility requirements on)
the OS environments of, for example, client machines at
which the data is generated, stored, and/or accessed. For
example, users having accounts on different OS platforms are
ableto share data via examples disclosed herein. As described
in greater detail below, examples disclosed herein generate
and encrypt an archive file (e.g., an ISO (International Orga-
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nization for Standards) image) representative of data stored
on a drive (e.g., of a computing device) to be shared via the
cloud. In some examples disclosed herein, the encrypted
archive file (e.g., an E-ISO image) represents the entire con-
tent of the corresponding drive (e.g., an optical drive), thereby
providing full disk encryption (FDE) for cloud-based storage
systems. In some examples disclosed herein, the encrypted
archive file is provisioned with one or more wrapped encryp-
tion keys (e.g., Disk Encryption Keys (DEKs)) to enable
authorized recipients of the archive file to access the data
represented by the archive file. In some examples disclosed
herein, the encryption and/or decryption of the archive file
and/or the provisioning of the encrypted file with, for
example, wrapped DEK(s) is/are performed via a Trusted
Execution Environment (TEE) that provides secure commu-
nications and secure operations. In some examples disclosed
herein, one or more operations provided by the TEE are
performed on the computing device(s) that have registered for
services provided by the CSP. Additionally or alternatively,
one or more operations provided by the TEE are performed on
a computing device managed and/or operated by the CSP.
That is, examples disclosed herein enable a CSP to act in a
capacity of a TEE to, for example, wrap and/or unwrap
encryption data over a secure channel and/or to provide the
wrapped and/or unwrapped encryption data to, for example, a
registered cloud user computing device.

Thus, the fully provisioned, encrypted archive file gener-
ated by examples disclosed herein can be shared with (e.g.,
conveyed to and decrypted by) acomputing device being used
by a cloud user having an authentic password (e.g., a phrase or
string corresponding to the wrapping of the keys). In some
examples, the encrypted archive file is decrypted (e.g., by the
receiving computing device) and mounted to the OS of the
receiving computing device. By mounting the archive file to
the OS environment of the computing device (e.g., rather than
the OS accessing the data via a physical drive or port),
examples disclosed herein provide the computing device with
a virtual drive including the data to be shared via the cloud.
The virtualization of the drive permits the data of the archive
file to be shared with any OS environment without having to
alter or customize the OS environment. As such, examples
disclosed herein provide interoperability with a broad range
of platforms and applications.

While examples disclosed herein are discussed in the con-
text of cloud-based computing and cloud-based storage sys-
tems, examples disclosed herein may be implemented in any
suitable networked environment, platform, and/or commu-
nity. For example, peer-to-peer sharing environments may
utilize examples disclosed to securely share data over a net-
work.

FIG. 1 illustrates an example computing environment 100
in which examples disclosed herein may be implemented.
The example computing environment 100 of FIG. 1 includes
an example cloud service provider (CSP) 102 that provides
cloud-based service(s) to one or more users (e.g., people
and/or organizations registered with the CSP 102). The
example computing environment 100 of FIG. 1 includes an
example first computing device 104 corresponding to a first
user (of one or more services provided by the CSP 102) and an
example second computing device 106 corresponding to a
second user (of one or more services provided by the CSP
102). The example first and second computing devices 104,
106 of FIG. 1 are any suitable computing devices, such as, for
example, a desktop computer, a mobile computing device
(e.g., a smart phone, a tablet, a laptop computer), a server, etc.
The example first and second computing devices 104, 106 of
FIG. 1 are in communication with one or more computing
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devices (e.g., server(s)) of the CSP 102 via an example net-
work 108. As used herein, the phrase “in communication,”
including variances thereof, encompasses direct communica-
tion and/or indirect communication through one or more
intermediary components and does not require direct physical
(e.g., wired) communication and/or constant communication,
but rather additionally includes selective communication at
periodic or aperiodic intervals, as well as one-time events.
The example network 108 of FIG. 1 may be implemented
using any suitable wired and/or wireless network(s) includ-
ing, for example, one or more data buses, one or more Local
Area Networks (LANs), one or more wireless LANs, one or
more cellular networks, the Internet, etc. In some examples,
the computing environment 100 of FIG. 1 includes additional
computing devices and/or CSPs. The example CSP 102 of
FIG. 1 provides cloud-based services based on one or more
of, for example, the SaaS model, the PaaS model, the laaS
model, etc. In some examples, the CSP 102 of FIG. 1 receives
registration requests for service from any suitable member of
the general public. In some examples, the CSP 102 of FIG. 1
is limited to providing cloud-based services to a finite group
of'users, such as employees of a particular company. In some
examples, the CSP 102 of FIG. 1 is a hybrid environment
available to certain services to (registered) members of the
public and/or additional or alternative services to one or more
particular groups of people or users.

In the illustrated example of FIG. 1, the CSP 102 imple-
ments an example key manager 110, an example access
policy manager 112, and an example archive file database
114. The example key manager 110, the example access
policy manager 112, and the example archive file database
114 of the example CSP 102 of FIG. 1 cooperate with (e.g.,
communicate and/or exchange information with) the
example first computing device 104 and/or the second com-
puting device 106 to securely share (e.g., provide access 10)
data of the first computing device 104 and/or the second
computing device 104. For purposes of illustration, the fol-
lowing examples discuss the first computing device 104 shar-
ing data stored on and/or generated by the first computing
device 104 with the second computing device 106. However,
the example second computing device 106 may additionally
or alternatively share data stored on and/or generated by the
second computing device 106 with the first computing device
104. In the illustrated example, the first and second comput-
ing devices 104, 106 are different machines having different
OS environments. However, in some examples the first and
second computing devices 104, 106 are machines having
similar OS environments. As described in detail below, the
examples disclosed herein enable the first and second com-
puting device 104, 106 having disparate OS environments to
share data via the cloud despite the differences in OS envi-
ronments and without requiring alteration and/or customized
to the respective OS environment of the computing devices
104, 106. Put another way, the example CSP 102 and the
example first and second computing devices 104, 016 facili-
tate secure sharing of data (e.g., data stored locally on the
computing devices 104, 106) via one a cloud service provided
by the example CSP 102.

In the example of FIG. 1, the first computing device 104
corresponds to (e.g., belongs to and/or is registered to) a first
user that has registered with the example CSP 102. The sec-
ond computing device 104 corresponds to (e.g., belongs to
and/or is registered to) a second user that has registered with
the example CSP 102. As part of a registration process facili-
tated via the example CSP 102 of FIG. 1, the first and second
users provide identifying information to the CSP 102, such as
names, identifiers, passwords, demographic data, informa-
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tion related to capabilities of the computing device 104, 106,
and/or any additional or alternative information. The example
CSP 102 of FIG. 1 uses the provided information to, for
example, register the corresponding user to one or more
cloud-based services, such as data storage and/or access
privileges to information stored on cloud-based resources
(e.g., other client machines and/or centralized data storage).
In some examples, registration of the user involves assigning
a user name and password to each user such that the user can
log on to systems provided by the CSP 102. Thus, in some
examples, the users of the cloud are required to enter a user
name and password before utilization of the cloud services is
allowed. In the illustrated example of FIG. 1, the key manager
110 of the CSP 102 receives at least some of the information
provided by the registered users and utilizes, for example,
passwords assigned to the users to generate one or more keys
for security purposes. For example, the example key manager
110 of FIG. 1 can use a first password provided by the first
user associated with the first computing device 104 to gener-
ate a first private (e.g., secret, symmetric) encryption key.
Additionally, the example key manager 110 of FIG. 1 can use
a second password provided by the second user associated
with the second computing device 104 to generate a second
private encryption key. The example key manager 110 of FIG.
1 conveys the private encryption keys to the respective com-
puting device 104, 106 for storage at the respective comput-
ing device 104, 106. Further, the example key manager 110 of
FIG. 1 generates a public encryption key for each registered
user and facilitates storage of the public encryption keys by
the CSP 102. As described in detail below in connection with
FIGS. 2 and 3, the example first and second computing
devices 104, 106 utilize the encryption keys managed by the
example key manager 110 to facilitate encryption and decryp-
tion of data shared via the cloud. As the encryption keys are
obtained and managed by the CSP 102 (e.g., via the example
key manager 110 of FIG. 1 and components of the computing
devices described in detail below), the security provided by
examples disclosed herein enable cloud-based encryption
and/or user-identifying techniques, rather than relying on
different, local security mechanisms of the individual com-
puting devices 104, 106. As disclosed in detail below, the
example CSP 102 of FIG. 1 may additionally or alternatively
provide secure wrapping and/or secure unwrapping services
(e.g., via TEE capabilities) in which encryption data is pro-
visioned with key information and/or processed to obtain key
information. In some examples, the key information provi-
sioned and/or obtained by the example CSP 102 is commu-
nicated via one or more secure channels between the CSP 102
and the first and/or second computing device 104, 106.
When the first user of the first computing device 104
desires to share data associated with the first user (and/or the
first computing device 104), the example access policy man-
ager 112 of FIG. 1 receives access instructions from the first
computing device 104 that indicate which user(s) of the
cloud-based services should have access to and/or privileges
to data designated for sharing by the first user (e.g., the owner
of the data designated for sharing). For example, if the first
user designates data stored at the first computing device 104
for sharing with the second user associated with the second
computing device 106, the example access policy manager
112 of FIG. 1 receives an indication from the first computing
device 104 that the second user should be granted privileges
(e.g., access privileges) to the corresponding data. In the
illustrated example of FIG. 1, the sharing or access instruc-
tions received by the example access policy manager 112
include one or more identifiers associated with the second
user and/or the second computing device 106. Additionally or

10

15

20

25

30

35

40

45

50

55

60

65

6

alternatively, the first user may designate a group of users
and/or all registered users of the cloud services for sharing
purposes. In such instances, the example access policy man-
ager 112 of FIG. 1 receives one or more identifiers associated
with the designated group(s). For purposes of brevity and
clarity, the following describes a scenario in which the second
computing device 106 is designated as at least one of the
devices to have access to the data shared by the first user. The
example access policy manager 112 of FIG. 1 uses the sharing
or access instructions provided by the first computing device
104 to determine which key information is to be provisioned
into the encrypted archive file that represents the data to be
shared. That is, the example access policy manager 112 of
FIG. 1 selects which public and/or privates keys correspond-
ing to different cloud users (e.g., the second user) are to be
included in the encrypted archive file. In some examples, the
access policy manager 112 of FIG. 1 utilizes knowledge of the
cloud (e.g., a social graph connections between cloud users)
to select the public and/or private keys with which to provi-
sion the encrypted archive file.

In some examples, the example access policy manager 112
of FIG. 1 forwards the selected (and obtained from the key
manager 110) key information to the first computing device
104 such that the first computing device 104 can (e.g., via
methods and apparatus disclosed in detail below) facilitate
protection (e.g., encryption) and conveyance of the data to be
shared with the second user. The example access policy man-
ager 112 of FIG. 1 may forward additional information to
accompany the obtained key information such as, for
example, instructions regarding use of the security informa-
tion (e.g., the public encryption key corresponding to the
second user). As described below, in some examples, the
protection and conveyance of the data involves generation
and encryption of an archive file representative of a drive of
the first computing device 104. Additionally or alternatively,
the example CSP 102 (e.g., via the key manager 110 and/or a
trusted execution environment component implemented via
the CSP 102) performs the provisioning of the encrypted
archive file with the selected key information. That is, the
example first computing device 104 may provision the
encrypted archive file with key information and/or convey the
encrypted archive file to the example CSP 102 for provision-
ing.

In the illustrated example of FIG. 1, the example CSP 102
receives the encrypted archive file and stores a copy of the
encrypted archive file in the archive file database 114. To
provide the second user with access to the data shared by the
first computing device 104, the encrypted archive file is con-
veyed to the second computing device 106. In some
examples, the archive file is conveyed in response to a request
from the second computing device 106. Additionally or alter-
natively, the archive file is conveyed to the second computing
device 106 automatically (e.g., in the absence of a specific
request from the second computing device 106). As described
in detail below, the example second computing device 106 of
FIG. 1 unwraps encryption information (e.g., a DEK) and
uses the encryption information to decrypt the archive file
(e.g., using the public and private encryption keys assigned to
the second user as part of the registration process). Addition-
ally or alternatively, the example CSP 102 of FIG. 1 may
perform the unwrapping and/or decryption and may convey
the archive file to the second computing device 106 via one or
more secure channels. In the illustrated example of FIG. 1, the
decrypted archive file is mounted to an OS file system of the
second computing device 106, thereby exposing the data of
the archive file to the OS file system of the second computing
device 106 as a virtual drive. The virtualization of the drive
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(via the mounting of the archive file to the OS environment)
permits the example second computing device 106 with
access to the data shared by the first user without compatibil-
ity requirements for the OS environment of the second com-
puting device 106, as would be the case in prior systems.

Accordingly, the example of FIG. 1 enables the first and
second computing device 104, 106 to securely share data via
cloud services provided by the example CSP 102 even when
the respective OS environments of the first and second com-
puting device 104, 106 are not compliant with respect to
security aspects (e.g., encryption platforms, techniques, con-
figurations, etc.). Further, the examples disclosed in connec-
tion with FIG. 1 enable the first and second users to have a
cloud-based identity for purposes of encryption and decryp-
tion. Put another way, the security data (e.g., public and
private encryption keys) are shared via the cloud services
provided by the example CSP 102 without requiring the first
and second users to have accounts on the same OS platform.
Thus, the examples disclosed in FIG. 1 provide interoperabil -
ity between the first and second computing device 104, 106
(as well as any other devices registered with and/or otherwise
utilizing the services provided by the example CSP 102) in
spite of differences between the OS environments and/or
security configurations of the platforms of the first and second
computing devices 104, 106.

FIG. 2 illustrates an example implementation of the
example first computing device 104 of FIG. 1 in communi-
cation with the example archive file database 114 of the
example CSP 102 of FIG. 1. The example of FIG. 2 may
additionally or alternatively correspond to an example imple-
mentation of the example second computing device 106 of
FIG. 1 and/or any other computing device registered with the
example CSP 102 of FIG. 1. The example first computing
device 104 of FIG. 2 includes an example authentication
application 200, an example user interface 202, an example
data storage 204, an example archive file generator 206, an
example security module 208, an example cache 210, an
example redirector 212, and an example OS file system
mount point 214. In the illustrated example of FIG. 2, the
authentication application verifies an identity of a person
using the computing device 104. The example authentication
application 200 of FIG. 2 uses any suitable technique and/or
information such as, for example, biometric(s), machine
password(s), and/or authentication token(s) (e.g., via an
Intel® Mirror Pass agent and/or Intel® Protection Technol-
ogy), pre-boot authentication (PBA) techniques. That is, the
example authentication application 200 of FIG. 2 verifies that
the user of the computing device 104 is authorized to use the
machine. The example authentication application 200 may
be, for example, a pre-boot authentication module (PBA), an
OS-based application or embedded in a security engine (e.g.,
Intel Mirror Pass).

In the example of FIG. 2, the user interface 202 is a web
browser. However, any suitable user interface may be used on
the example computing device 104. The example user inter-
face 202 of FIG. 2 enables the user of the computing device
104 to communicate with the CSP 102 to, for example, reg-
ister with the CSP 102 and exchange cloud-based sharing
information with the CSP 102. For example, the user interface
202 enables the user of the computing device 104 to provide
access instructions (e.g., identifier(s) associated with cloud
users with which the user of the first computing device 104
wishes to share data) to the CSP 102 and to receive corre-
sponding access data (e.g., public encryption key(s)) from the
CSP 102.

The example computing device 104 of FIG. 2 includes data
storage 204 to store data that may be shared via, for example,
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the cloud implemented by the example CSP 102. The
example data storage 204 of FIG. 2 is any suitable storage
such as, for example, a hard disk drive, a flash memory, a
read-only memory (ROM), a compact disk (CD), a digital
versatile disk (DVD), a cache, a random-access memory
(RAM) and/or any other storage device or storage disk in
which information is stored for any duration (e.g., for
extended time periods, permanently, for brief instances, for
temporarily buffering, and/or for caching of the information).
Although shown as a single component in FIG. 2, the example
data storage 204 of FIG. 2 may include one or more storage
devices, such as disks, drives, etc.

The user of the first computing device 104 may designate
data of the data storage 204 to be shared via the cloud services
provided by the example CSP 102 with, for example, the
second computing device 106 of FIG. 1. In such examples, the
user provides (e.g., via the user interface 202) access or privi-
lege instructions to the CSP 102 including an identification of
the data to be shared and one or more identifications of user(s)
and/or group(s) with which the data is to be shared (e.g.,
identifying which device(s) and/or user(s) should be granted
access to the shared data). In some examples, the CSP 102
responds to the access or privilege instructions with security
information (e.g., specific key information corresponding to
the user(s) designated for sharing) and instructions to gener-
ate an archive file representative of the data of the data storage
204 to be shared. In response to the instructions and/or infor-
mation provided by the CSP 102, the example archive file
generator 206 of FIG. 2 generates such an archive file. In the
illustrated example of FIG. 2, the archive file generator 206
generates an ISO image representative of a disk or drive of the
data storage 204 including the data to be shared. In the illus-
trated example, the archive file generator 206 obtains cleart-
ext blocks of data from the data storage 204 and generates the
ISO image using the cleartext blocks of data. Further, the
example security module 208 of FIG. 2 uses the security
information provided by the CSP 102 to encrypt the ISO
image generated by the example archive file generator 206. In
the illustrated example of FIG. 2, the security module 208
uses a Disk Encryption Key (DEK) to encrypt the ISO image,
thereby forming an encrypted ISO (E-ISO) image. Thus, the
example security module 208 uses the DEK to transform the
cleartext blocks of the ISO image into cipher blocks. Further,
in the illustrated example of FIG. 2, the security module 208
uses key data (e.g., the public and/or private encryption keys
corresponding to the user(s) to be granted access to the shared
data) to wrap the DEK. The example security module of FIG.
2 provisions the E-ISO image with the wrapped DEKs.
Example implementations of the security module 208 and
encryption of the archive file are discussed below in connec-
tion with FIG. 3. In some examples, the E-ISO image is
further provisioned with a key of the CSP 102 (e.g., by wrap-
ping a public of the E-ISO with a public wrapping key of the
CSP 102) to facilitate secure communication of the E-ISO
when, for example, the CSP 102 performs one or more secu-
rity operations via, for example, a TEE.

In illustrated example of FIG. 2, a copy of the provisioned
E-ISO image is stored locally in, for example, the cache 210.
Moreover, the example computing device 104 of FIG. 2 for-
wards the provisioned E-ISO image to the CSP 102, which
stores the E-ISO image in the archive file database 114. In
some examples, the computing device 104 implements the
redirector 212. For example, the computing device 104 may
implement the example redirector 212 via Intel® Integrated
Development Environment Redirection (IDER). The
example redirector 212 enables the computing device 104 to
remotely utilize the E-ISO image as stored at the archive file
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database 114 of the CSP 102. For example, the redirector 212
enables the computing device 104 to boot from the E-ISO
image stored in the archive file database 114 to, for example,
recover from a corrupted local OS image. The functionality
provided by the example redirector 212 of FIG. 2 can also be
useful when the example computing device 104 is a diskless
workstation because the redirector 212 enables disk 1/O
operations to be exchanged with the remotely stored E-ISO
image. In some examples, the redirector 212 is implemented
as part of the security module 208, as described below. Addi-
tionally or alternatively, the example redirector 212 may be
implemented as part of the archive file generator 206 (e.g., as
a driver associated with the archive file generator 206).

The provisioned E-ISO image (which is representative of
the data of the data storage 204 to be shared via the cloud)
stored at the archive file database 114 can be shared with, for
example, computing devices registered with the CSP 102. For
example, the computing device 104 of FIG. 2 may request
(e.g., via the example user interface 202) and/or may be
automatically provided with an E-ISO image representative
of data shared by another cloud user (e.g., the second user
associated with the second computing device 106 of FIG. 1).
In some examples, the example security module 208 receives
the E-ISO and the wrapped DEK(s) provisioned in the E-ISO.
That is, the example security module 208 receives cipher
blocks provisioned with wrapped DEK(s). The example secu-
rity module 208 of FIG. 2 unwraps the DEK(s) (e.g., using the
private key(s) assigned to the corresponding user(s)). As dis-
closed above, the example CSP 102 may alternatively per-
form the unwrapping of the DEK(s) and provide the
unwrapped DEK(s) to the corresponding computing
device(s) (e.g., the second computing device 106) via one or
more secure channels. In the illustrated example, the security
module 208 uses the unwrapped DEK(s) to decrypt the
E-ISO, thereby providing the computing device 104 with a
decrypted ISO image. In the illustrated example of FIG. 2, the
decrypted ISO image is mounted to a file system of the oper-
ating system of the computing device 104 via the example OS
file system mount point 214. As a mounted archive file, the
example ISO image provided by the CSP 102 is exposed to
the OS of the computing device 104 as a virtual drive having
the data shared via the cloud. That is, the example OS file
system mount point 214 provides the example computing
device 104 with a virtualized version of the shared data. In
some examples, mounting the ISO image involves a remote
computing platform (e.g., Intel Active Management Technol-
ogy (AMT)) exposing the virtual drive and access to (e.g.,
write operations) the virtual drive is handled by embedded
crypto-engines of the remote computing platform such as, for
example, a Self-Encrypting Drive (SED), a hardware security
module (HSM), a crypto acceleration function (e.g., via an
instruction set such as Intel® AES-NI). In such instances,
cipher blocks are redirected via the remote computing plat-
form to and/or from the first computing device 104 and the
CSP 102. In some examples, the redirection of the cipher
blocks includes modifications to the remote computing plat-
form to recognize one or more corresponding remote file
storage protocols (e.g., Internet Small Computer System
Interface (iSCSI) protocol(s)).

The example first computing device 104 of FIG. 2 includes
an example memory protector 216. The example memory
protector 216 provides security to sensitive data, such as
DEK(s) and/or ISO image(s) stored on, for example, persis-
tent memory (e.g., flash, RAM, PRAM (persistent RAM),
etc.) of the first computing device 104. The example memory
protector 216 is described in detail below in connection with
FIG. 4.
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FIG. 3 illustrates an example implementation of the
example security module 208 of FIG. 2. The example of FIG.
3 includes an Intel® Security and Manageability Engine
(CSME) 300, which implements an example Trusted Execu-
tion Environment (TEE) 302. Additionally, the example
CSME 300 of FIG. 3 implements an example IDER 304,
which provides functionality similar to the redirector 212 of
FIG. 2. That is, the redirector 212 of FIG. 2 may be addition-
ally or alternatively implemented in connection with the
CSME 300 of FIG. 3. The example CSME 300 of FIG. 3 is in
communication with an example Encryption Engine (EE)
306. The example EE 306 of FIG. 3 performs one or more of
the encryption and decryption functions disclosed above in
connection with FIGS. 1 and 2. For example, when the com-
puting device 104 is in the process of sharing data, the EE 306
receives cleartext data blocks of the ISO image and encrypts
the cleartext blocks into ciphertext blocks (e.g., using one or
more DEKs. Additionally, when the computing device 104 is
in the process of accessing shared data (e.g., from another
computing device of the cloud), the EE 306 of F1G. 3 receives
ciphertext blocks of an E-ISO image and decrypts the cipher-
text blocks into cleartext blocks, which can be accessed and
understood by the OS environment of the computing device
104. The example CSME 300 of FIG. 3 supports storage of
symmetric and/or asymmetric keys such as the DEK(s) used
to encrypt/decrypt data blocks. In the illustrated example of
FIG. 3, the CSME 300 is in communication with an example
key store 308 to facilitate storage of the keys. In the example
of FIG. 3, the TEE 302 uses the public keys of the key store
308 to, for example, wrap the DEKSs for secure use by another
user over the cloud. Further, the example TEE 302 of FIG. 3
uses the private keys of the key store 308 to, for example,
unwrap the wrapped DEKSs. In the illustrated example, the
unwrapped DEKs are conveyed to the EE 306 for use in
decrypting the corresponding E-ISO image. The example
CSME 300 of FIG. 3 also performs key management and
access operations including, for example, processing (e.g.,
interpretation of) access policies received from the CSP 102,
comparison of user authentication information to reference
data (e.g., in connection with an authentication of a user), etc.

The example security module 208 of FIG. 3 may be imple-
mented in additional or alternative manner(s) and/or via addi-
tional or alternative platform(s). For example, the example
EE 306 may be implemented in a CPU package using a CPU
instruction set (e.g., Intel® AES-NT) designed to accelerate
encryption and/or instructions designed for code isolation
(e.g., Intel® Software Guard Extensions (SGX). Additionally
or alternatively, the example EE 306 may be implemented in
a chipset in which a crypto offload engine encrypts and
decrypts a data stream (e.g., a data storage 1/O stream) trans-
parently to the OS file system. In such examples, the CSME
300 may be implemented in the chipset to perform key
exchange operations and to coordinate access to DEKs (e.g.,
by wrapping and unwrapping the DEKs. Additionally or
alternatively, the example EE 306 may be implemented in a
Self Encrypting Drive (SED) in which an embedded block
encrypter is tasked (or re-tasked) to perform encryption and/
or decryption, and in which storage and retrieval of the data
blocks are reflected to an E-ISO driver for read/write process-
ing with an ISO image. Additionally or alternatively, the
example EE 306 of FIG. 3 may be implemented in a periph-
eral Hardware Security Module (HSM) in which data block
encryption and/or decryption are performed and reflected
back to the E-ISO driver. The example computing device 104
of FIGS. 1 and/or 2 may implement the example EE 306 in
one or more of the examples disclosed above. That is, the
example security module 208 may utilize a single implemen-
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tation of the example EE 306 described above or any suitable
combination of the implementations of the example EE 306
described above.

FIG. 4 illustrates an example implementation of the
memory protector 216 of FIG. 2. The example memory pro-
tector 216 of FIG. 4 provides security to sensitive data, such
as the DEK(s) 402 and/or the ISO image(s) 404 (e.g., ISO
images) disclosed herein when such information is stored on,
for example, persistent memory 406 (e.g., RAM) of the cor-
responding device. Storage of the DEK(s) 402 and/or the
archive file(s) 404 on the persistent memory 406 presents a
challenge because the data may be in the clear while in use. If
the machine including the persistent memory 406 was
accessed in an unauthorized fashion (e.g., stolen), the unau-
thorized user could, in theory, obtain access to cleartext of the
ISO image(s) 404 via, for example, physical probing of the
persistent memory 406 and/or by re-applying power to a host
CPU and exploiting a software bug in a kernel or an applica-
tion mode. The example memory protector 216 of FIG. 4
protectagainst such attacks. In the illustrated example of FIG.
4, the memory protector 216 implements a memory scrub
policy 408 in, for example, a driver 410 associated with
generation of the E-ISO images disclosed herein. For
example, the driver 410 of FIG. 4 is implemented by the
example archive file generator 206 of FIG. 2. In response to
one or more indications of an attack or impropriety, the
example memory scrub policy 408 generates a command for
a memory controller 412 that manages the persistent memory
406. That is, the example memory scrub policy 408 defines
one or more scenarios in which the command is provided to
the memory controller 412. In the illustrated example, the
command provided by the example memory protector 216 per
the memory scrub policy 408 instructs the memory controller
412 to scrub, erase, and/or delete portion(s) of the persistent
memory 406 including sensitive information such as, for
example, the DEK(s) 402 and/or the ISO image(s) 404. In
some examples, the memory controller 412 utilizes one bit of
a page table entry as an indication of the corresponding page
including secrets-in-memory (SIM). In the illustrated
example of FIG. 4, the E-ISO driver 410 sets the SIM bit when
appropriate to indicate that a corresponding page in the per-
sistent memory 406 includes SIM.

The example memory protector 216 of FIG. 4 receives data
from one or more modules that detect a high-risk scenario
and/or event indicative of, for example, an attack on the
persistent memory 406. In the illustrated example, the mod-
ules that provide attack detection data include an example
user identification module 414, an example sensor context
module 416, an example power state interrupt module 418
and an example calendar module 420. The example user
identification module 414 of F1G. 4 determines whether (e.g.,
within a threshold likelihood) the computing device is being
used by an authorized user and/or whether an unauthorized
user is attempting to access the host machine. In the illus-
trated example of FIG. 4, the user identification module 414
of FIG. 4 utilizes the example authentication module 200 of
FIG. 2 to determine whether the user is authentic (e.g., by
determining whether a log in process was successfully navi-
gated and/or bypassed). If the current user is not recognized
and/or authentic, the example authentication module 414
conveys an indication to the example E-ISO driver 410. In
some examples, the memory scrub policy 408 of FIG. 4 is
referenced to determine whether a scrub command is to be
conveyed to the memory controller 412 in response to the
indication from the authentication module 414.

The example sensor context module 416 of FIG. 4 detects
a context of the host machine such as, for example, a lid status
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(e.g., open, closed, opening or closing), a user presence near
the host machine, a lack of user presence near the host
machine, a non-use context (e.g., by comparing motion infor-
mation from an accelerometer and/or a gyroscope to refer-
ence motion information to detect an activity not associated
with productivity or use, such as walking or other motion not
typical for user productivity). If the host machine is deter-
mined to be in a state of non-use, the example sensor context
module 416 conveys a corresponding indication to the
example E-ISO driver 410. In some examples, the memory
scrub policy 408 of FIG. 4 is referenced to determine whether
a scrub command is to be conveyed to the memory controller
412 in response to the indication from the sensor context
module 416.

The example power state interrupt module 416 of FIG. 4
determines whether unusual interruptions of power indicative
of an attack have occurred. If so, the example power state
interrupt module 418 conveys a corresponding indication to
the example E-ISO driver 410. In some examples, the
memory scrub policy 408 of FIG. 4 is referenced to determine
whether a scrub command is to be conveyed to the memory
controller 412 in response to the indication from the power
state interrupt module 418.

The example calendar module 420 of FIG. 4 determines
whether the user of the host machine is scheduled or expected
to travel and/or be away from work at a particular time or day
by, for example, referencing an electronic calendar of the
user, such as a calendar implemented by a computer program.
During such times, the example calendar module 420 of FIG.
4 informs the memory protector 216 of the expected absence
of the user. In some examples, definitions of the example
memory scrub policy 408 use such indications to determine
whether a scrub command is to be conveyed to the memory
controller 412 in conjunction with, for example, one or more
additional indications from the authentication module 414,
the sensor context module 416, and/or the power state inter-
rupt module 418.

FIG. 5 illustrates an example structure of the E-ISO image
discussed above in connection with FIGS. 1-3. The example
E-ISO image 500 of FIG. 5 includes a header block 502 that
satisfies OS mount point requirements for exposing the ISO
image to an OS and/or corresponding applications. The
example E-ISO image 500 of FIG. 5 includes an FDE (Full
Disk Encryption) header 504 that defines offsets into the ISO
image to support access (e.g., driver access) to E-ISO specific
contents. In the illustrated example, the FDE header informa-
tion complies with ISO enveloping conventions so as to pre-
serve compatibility with non-EISO-aware drivers. The
example E-ISO image 500 of FIG. 5 includes one or more
wrapped DEKs 506 encrypted using a private key derived or
generated using information collected from, for example,
authentication procedures. The example E-ISO image 500 of
FIG. 5 includes one or more wrapped DEKs 508 encrypted
using a public key such that the owner of the private key
corresponding to the public key may decrypt the DEK. The
example E-ISO image 500 of FIG. 5 includes one or more
wrapped public keys 510 corresponding to the users. In some
examples, a transient cryptographic service provider may be
employed for cloud-based crypt offload functionality. An
example transient cryptographic service provider is disclosed
in U.S. Pat. No. 8,422,678, filed Nov. 16, 2005. The example
E-ISO image 500 of FIG. 5 includes a data security level 512
that defines a data sensitivity level including, for example, a
minimum strength authentication expressed in terms of fac-
tors that may be used to authenticate the user. In some
examples, the data security level 512 provides information for
mapping data sensitivities between the cloud services pro-
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vided by the CSP 102 and the OS environment (e.g., the OS
mount point) of the computing device. The example E-ISO
image 500 of FIG. 5 includes a signature 514 to preserve
referential integrity ofthe E-ISO image. In such instances, the
signature 514 includes a reference (e.g., a hash of the data
blocks, an integrity register initialization vector, or a check-
sum of blocks such as that provided by a RAID array) to the
data blocks to which the headers 502, 504 apply. In some
examples, the integrity check values may be used in connec-
tion with an I/O session associated with the blocks of the
E-ISO to detect MITM (man-in-the-middle) attacks on data
block read/write operations exchanged between the comput-
ing device 104 and the CSP 102. The example E-ISO image
500 of FIG. 5 includes ciphertext blocks 516. However, in
some instances, the ciphertext blocks are stored at the CSP
102 and retrieved when the ISO image is accessed.

FIG. 6 is an example sequence diagram associated with the
example CSP 102, the example first computing device 104
and the example second computing device 106 of FIGS. 1-3.
In the example of FIG. 6, certain components of the first and
second computing devices 104, 106 are shown. However, the
first and second computing devices 104, 106 may include
additional or alternative components. For example, the
example sequence of FIG. 6 corresponds to the first comput-
ing device 104 sharing data of the data storage 204 of the first
computing device 104 with the second computing device 106
via the cloud services provided by the CSP 102. Therefore,
components of the first computing device 104 involved in the
encryption and sharing processes are shown in FIG. 6. Con-
versely, components of the second computing device 106
involved in the decryption and access processes are shown in
FIG. 6. However, the example first computing device 104 of
FIGS. 1-3 and the example second computing device 106 of
FIGS. 1-3 are each separately capable of sharing and access-
ing data via the cloud services provided by the example CSP
102.

The example of FIG. 6 begins with the first user of the first
computing device 104 providing a sharing indication 600 to
the CSP 102. The example sharing indication 600 of FIG. 6 is,
for example, data conveyed via an HT'TP (Hyper Text Trans-
fer Protocol) request generating by the example user interface
202 (e.g., a web browser). The example sharing indication
600 of FIG. 6 indicates that the first user wishes to make data
associated with (e.g., stored in the local data storage 204 of)
the first computing device 104 available to one or more other
cloud users. In the illustrated example of FIG. 6, the sharing
indication 600 includes an identifier corresponding to the
second user of the second computing device 106 to identity
the second user as an intended sharing target of the example
first computing device 104.

In response to the example sharing indication 600 of FIG.
6, the example CSP 102 conveys a sharing data package 602
including access policy information and key information to
the example TEE 302 of the first computing device 104. In the
example of FIG. 6, the key information of the sharing data
package 602 provided by the CSP 102 is maintained by the
example key manager 110 of the CSP 102 and includes, for
example, a public encryptionkey corresponding to the second
user. The example sharing data package 602 of FIG. 6 may
include additional or alternative information such as, for
example, additional public key(s) corresponding to additional
cloud user(s).

In the illustrated example of FIG. 6, the TEE 302 ofthe first
computing device 104 wraps a Disk Encryption Key (DEK)
with, for example, the public encryption key(s) of the
example sharing data package 602 (e.g., the public encryption
key corresponding to the second user. That is, the example
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TEE 302 generates one or more wrapped DEKs 604, which
are conveyed to the example archive file generator 206 of the
example first computing device 104. Further, data 606 to be
shared via the cloud is obtained and/or accessed by the
example archive file generator 206. In some examples, the
data 606 includes an entirety of, for example, a drive (e.g., an
optical drive) of the first computing device 104. In the
example of FIG. 6, the example archive file generator 206
generates an ISO image representative of the drive data 606
and encrypts the ISO image to form an E-ISO image 608.
Alternative types of archive files may be utilized to represent
the drive data 606. Additionally, the example archive file
generator 206 of FIG. 1 provisions the E-ISO 608 with the
wrapped DEK(s) 604, thereby generating a provisioned
E-ISO image 608. Accordingly, the example archive file gen-
erator 206 facilitates generation of an E-ISO image that
includes some or all of the data of the drive of the example
data storage 204, as well as the wrapped DEK (and any other
wrapped DEK(s) corresponding to other users designated to
have access to the shared data via the cloud). The example
first computing device 104 of FIG. 1 forwards the provisioned
E-ISO image 608 to the example CSP 102.

In the example of FIG. 6, the CSP 102 receives the provi-
sioned E-ISO image 608 and stores (e.g., archives) a copy of
the E-ISO image 608 in the archive file database 114. In the
example of FIG. 6, the CSP 102 forwards the E-ISO image to
the second computing device 106 (and/or other user(s) des-
ignated for sharing) without receiving a request from the
second computing device 106. Alternatively, the example
CSP 102 may convey the E-ISO image 608 in response to
receiving a request for the second computing device 106. In
the example of FIG. 6, the TEE 302 of the second computing
device 106 unwraps the wrapped DEK(s) provisioned into the
E-ISO image 608. To unwrap the wrapped DEK(s), the
example TEE 302 uses the private encryption key assigned to
the second user associated with the second computing device
106. For example, the private encryption key may be assigned
by the CSP 102 to the second computing device 106 when the
second computing device 106 (or a user thereof) registers
with the CSP 102. Alternatively, the example CSP may
unwrap the DEK(s) (e.g., via TEE functionality) and provide
the unwrapped DEK to the second computing device 106 via
secure channel(s). Withaccess to the unwrapped DEK(s) 610,
the EE 304 of the example second computing device 106
decrypts the E-ISO image 608 to obtain the ISO image 612
representative of the shared drive of the data storage 204 of
the first computing device 104. The ISO image 612 is
mounted to the OS of the example second computing device
106 via the example mount point 214, thereby providing the
OS of the second computing device 106 with a virtualized
version of the shared drive data. Accordingly, the example
second computing device 106 gains access to the drive data
204 shared by the example first computing device 104 via the
sharing services provided by the example CSP 102.

While an example manner of implementing the CSP 102 is
illustrated in FIG. 1, one or more of the elements, processes
and/or devices illustrated in FIG. 1 may be combined,
divided, re-arranged, omitted, eliminated and/or imple-
mented in any other way. While an example manner of imple-
menting the first and/or second computing devices 104, 106
of FIG. 1 is illustrated in FIG. 2, one or more of the elements,
processes and/or devices illustrated in FIG. 2 may be com-
bined, divided, re-arranged, omitted, eliminated and/or
implemented in any other way. While an example manner of
implementing the security module 208 of FIG. 2 is illustrated
in FIG. 3, one or more of the elements, processes and/or
devices illustrated in FIG. 3 may be combined, divided, re-
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arranged, omitted, eliminated and/or implemented in any
other way. While an example manner of implementing the
memory protector 216 of FIG. 4 is illustrated in FIG. 4, one or
more of the elements, processes and/or devices illustrated in
FIG. 4 may be combined, divided, re-arranged, omitted,
eliminated and/or implemented in any other way. Further, the
example key manager 110 of FIG. 1, the example access
policy manager 112 of FIG. 1, the example authentication
application 200 of FIG. 2, the example user interface 202 of
FIG. 2, the example archive file generator 206 of FIG. 2, the
example security module 208 of FIG. 2, the example redirec-
tor 212 of FIG. 2, the example OS file system mount point 214
of FIG. 2, the example CSME 300 of FIG. 3, the example TEE
of FIG. 3, the example IDER 304 of FIG. 3, the example EE
306 of FIG. 3, the example memory protector 216 of FIG. 4,
the example E-ISO driver 410 of FIG. 4, the example memory
controller 412 of FIG. 4, the example authentication module
414 of FIG. 4, the example sensor context module 416 of FIG.
4, the example power state interrupt module 418 of FIG. 4, the
example calendar module 420 of FIG. 4 and/or, more gener-
ally, the example CSP 102 of FIGS. 1 and/or 2, the example
computing devices 104, 106 of FIGS. 1 and/or 2, and/or the
example security module 208 of FIGS. 2 and/or 3 may be
implemented by hardware, software, firmware and/or any
combination of hardware, software and/or firmware. Thus,
for example, any of, the example key manager 110 of FIG. 1,
the example access policy manager 112 of FIG. 1, the
example authentication application 200 of FIG. 2, the
example user interface 202 of FIG. 2, the example archive file
generator 206 of FIG. 2, the example security module 208 of
FIG. 2, the example redirector 212 of FIG. 2, the example OS
file system mount point 214 of FIG. 2, the example CSME
300 of FIG. 3, the example TEE of FIG. 3, the example IDER
304 of FIG. 3, the example EE 306 of FIG. 3, the example
memory protector 216 of FIG. 4, the example E-ISO driver
410 of FIG. 4, the example memory controller 412 of FIG. 4,
the example authentication module 414 of FIG. 4, the
example sensor context module 416 of FIG. 4, the example
power state interrupt module 418 of FIG. 4, the example
calendar module 420 of FIG. 4 and/or, more generally, the
example CSP 102 of FIGS. 1 and/or 2, the example comput-
ing devices 104, 106 of FIGS. 1 and/or 2, and/or the example
security module 208 of FIGS. 2 and/or 3 could be imple-
mented by one or more analog or digital circuit(s), logic
circuits, programmable processor(s), application specific
integrated circuit(s) (ASIC(s)), programmable logic
device(s) (PLD(s)) and/or field programmable logic device(s)
(FPLD(s)). When reading any of the apparatus or system
claims of this patent to cover a purely software and/or firm-
ware implementation, at least one of, the example key man-
ager 110 of FIG. 1, the example access policy manager 112 of
FIG. 1, the example authentication application 200 of FIG. 2,
the example user interface 202 of FIG. 2, the example archive
file generator 206 of FIG. 2, the example security module 208
of FIG. 2, the example redirector 212 of FIG. 2, the example
OS file system mount point 214 of FIG. 2, the example CSME
300 of FIG. 3, the example TEE of FIG. 3, the example IDER
304 of FIG. 3, the example EE 306 of FIG. 3, the example
memory protector 216 of FIG. 4, the example E-ISO driver
410 of FIG. 4, the example memory controller 412 of FIG. 4,
the example authentication module 414 of FIG. 4, the
example sensor context module 416 of FIG. 4, the example
power state interrupt module 418 of FIG. 4, the example
calendar module 420 of FIG. 4 and/or, more generally, the
example CSP 102 of FIGS. 1 and/or 2, the example comput-
ing devices 104, 106 of FIGS. 1 and/or 2, and/or the example
security module 208 of FIGS. 2 and/or 3 is/are hereby
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expressly defined to include a tangible computer readable
storage device or storage disk such as a memory, a digital
versatile disk (DVD), a compact disk (CD), a Blu-ray disk,
etc. storing the software and/or firmware. Further still, the
example CSP 102 of FIG. 1, the example first computing
device 104 of FIG. 1, the example second computing device
106 of FIG. 1, and/or the example security module 208 of
FIG. 2 may include one or more elements, processes and/or
devices in addition to, or instead of, those illustrated in FIGS.
2 and/or 3, and/or may include more than one of any or all of
the illustrated elements, processes and devices.

FIG. 7 is a flowchart representative of example machine
readable instructions for implementing the example CPS 102
represented in FIGS. 1 and/or 2. FIG. 8 is a flowchart repre-
sentative of example machine readable instructions for imple-
menting the example CPS 102 represented if FIGS. 1 and/or
2. FIG. 9 is a flowchart representative of example machine
readable instructions for implementing the example first
computing device 104 represented in FIGS. 1, 2 and/or 3
and/or for implementing the example second computing
device 106 represented in FIGS. 1, 2 and/or 3. FIG. 10 is a
flowchart representative of example machine readable
instructions for implementing the example first computing
device 104 represented in FIGS. 1, 2 and/or 3 and/or for
implementing the example second computing device 106 rep-
resented in FIGS. 1, 2 and/or 3. In these examples, the
machine readable instructions comprise programs for execu-
tion by a processor such as the processor 1112 shown in the
example processor platform 1100 discussed below in connec-
tion with FIG. 11. The programs may be embodied in soft-
ware stored on a tangible computer readable storage medium
such as a CD-ROM, a floppy disk, a hard drive, a digital
versatile disk (DVD), a Blu-ray disk, or a memory associated
with the processor 1112, but the entire program and/or parts
thereof could alternatively be executed by a device other than
the processor 1112 and/or embodied in firmware or dedicated
hardware. Further, although the example programs are
described with reference to the flowchart illustrated in FIGS.
7-10, many other methods of implementing the example CSP
102 of FIGS. 1 and/or 2 and/or the example first and/or second
meters 104, 106 of FIGS. 1, 2 and/or 3 may alternatively be
used. For example, the order of execution of the blocks may
be changed, and/or some of the blocks described may be
changed, eliminated, or combined.

As mentioned above, the example processes of FIGS. 7-10
may be implemented using coded instructions (e.g., computer
and/or machine readable instructions) stored on a tangible
computer readable storage medium such as a hard disk drive,
a flash memory, a read-only memory (ROM), a compact disk
(CD), a digital versatile disk (DVD), a cache, a random-
access memory (RAM) and/or any other storage device or
storage disk in which information is stored for any duration
(e.g., for extended time periods, permanently, for brief
instances, for temporarily buffering, and/or for caching of the
information). As used herein, the term tangible computer
readable storage medium is expressly defined to include any
type of computer readable storage device and/or storage disk
and to exclude propagating signals and transmission media.
As used herein, “tangible computer readable storage
medium” and “tangible machine readable storage medium”
are used interchangeably. Additionally or alternatively, the
example processes of FIGS. 7-10 may be implemented using
coded instructions (e.g., computer and/or machine readable
instructions) stored on a non-transitory computer and/or
machine readable medium such as a hard disk drive, a flash
memory, a read-only memory, a compact disk, a digital ver-
satile disk, a cache, a random-access memory and/or any
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other storage device or storage disk in which information is
stored for any duration (e.g., for extended time periods, per-
manently, for brief instances, for temporarily buffering, and/
or for caching of the information). As used herein, the term
non-transitory computer readable medium is expressly
defined to include any type of computer readable storage
device and/or storage disk and to exclude propagating signals
and transmission media. As used herein, when the phrase “at
least” is used as the transition term in a preamble of a claim,
it is open-ended in the same manner as the term “comprising”
is open ended.

FIG. 7 begins with a user registering with data sharing
services provided by the example CSP 102 of FIG. 1 (block
700). In the example of FIG. 7, the user registering with the
CSP 102 is the first user associated with the first computing
device 104 of FIGS. 1-4. In the illustrated example of FIG. 7,
the CSP 102 obtains identifying information from the first
user such as, for example, a user name, a user-selected iden-
tifier, etc. (block 702). Inthe illustrated example of FI1G. 7, the
CSP 102 obtains a password from the first user (block 704). In
some examples, the password is required to meet one or more
security thresholds (e.g., length, difference between previous
passwords, different types of characters, etc.). The example
key manager 110 uses the user-identifying information and/or
the obtained password to generate a private encryption key for
the first user (block 706). The example key manager 110 uses
any suitable encryption technique and/or algorithm to gener-
ate the private encryption key, which is unique to the regis-
tering user. The example key manager 110 facilitates storage
of the private encryption key at, for example, a database
associated with the CSP 102. Additionally or alternatively,
the example key manager 110 conveys the private encryption
key to one or more devices associated with the registering
user (e.g., the first computing device 104). The example of
FIG. 7 then ends (block 708).

FIG. 8 corresponds to the first computing device 104 of
FIGS. 1-3 designating data (e.g., data stored on the first com-
puting device 104) for sharing via services provided by the
example CSP 102 of FIG. 1 (block 800). For example, the first
user of the first computing device 104 may utilize the user
interface 202 to select data (e.g., a drive of the computing
device 104) for sharing with, for example, one or more users,
groups, clouds, etc. In the example of FIG. 8, the first user
communicates desired aspects of the sharing, such as which
other user(s) of the cloud are to have access to the shared data,
via the user interface 202 of the first computing device (block
802). In some examples, the access instructions provided by
the first computing device 104 include additional or alterna-
tive information regarding access to the designated data such
as, for example, a period of time for which the data is to be
made available via the cloud. In the example of FIG. 8, the
access policy manager 112 interprets the access instructions
provided by the first computing device 104 and generates an
access policy according to, for example, the implementation
and/or configuration of the cloud sharing system facilitated
by the CSP 102 (block 804). Further, the example key man-
ager 110 provides the appropriate key information (e.g., the
public encryption key(s) corresponding to the user(s) with
which the data is to be shared), which is conveyed with the
access policy to the first computing device 104 (block 804). In
the illustrated example of FIG. 8, the access policy provided
to the first computing device 104 embodies and/or includes an
instruction to the first computing device 104 to generate an
archive file representative of the data to be shared (block 806).
The instruction to generate the archive file can be of any
suitable format using any suitable communication technique.
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When the first computing device 104 generates the archive
file (as disclosed below in connection with FIG. 9), the CSP
102 receives, for example, an encrypted archive file from the
first computing device 104 (block 808). In the illustrated
example of FIG. 8, the received encrypted archive file is an
encrypted ISO (E-ISO) image that has been provisioned with
wrapped DEKs to securely communicate the data of the ISO
image. In the example of FIG. 8, a copy of the provisioned
E-ISO image is stored in the archive file database 114 (block
808). The example CSP 102 (e.g., via the access policy man-
ager 112) notifies one or more cloud user(s) and/or device(s)
(e.g., the second computing device 106) that the data shared
by the first computing device 104 is available (block 810). In
response to receiving a request for the shared data (block
812), the example CSP 102 conveys the corresponding E-ISO
image to a device (e.g., the second computing device 106) of
the requester (e.g., the second computing device 106).

FIG. 9 begins with the example first computing device 104
of FIGS. 1-4 receiving an access policy and an instruction to
generate an E-ISO image from the CSP 102 (block 900). For
example, the instruction received by the first computing
device 104 may correspond to block 806 of FIG. 8. As
described above, the example access policy conveyed to the
first computing device 104 includes and/or is accompanied by
encryption key information corresponding to, for example,
users with which the data is to be shared. In the illustrated
example of FIG. 9, the encryption key information includes a
public key corresponding to the user(s) with which the data is
to be shared. The example TEE 302 of the first computing
device 104 uses the encryption key information to wrap
DEK(s) (block 902). Further, the example archive file gen-
erator 206 of FIG. 2 generates an ISO image (or any other
suitable type of archive file) representative of the data to be
shared (e.g., the entire content of the drive including the data)
(block 904). In the example of FIG. 7, the EE 306 of the first
computing device 104 encrypts the ISO image to form an
E-ISO representative of the data to be shared (block 906). The
example EE 306 provisions the E-ISO image with the
wrapped DEK(s) (block 908). The example first computing
device 104 conveys the provisioned E-ISO image to the CSP
102 (block 910). The example of FIG. 9 then ends (block
912).

FIG. 10 begins with the example second computing device
106 of FIG. 1 receiving the E-ISO image provisioned with the
wrapped DEK(s) described above from, for example, the
archive file database 114 of the CSP 102 (block 1000). The
example TEE 302 of the second computing device 106
unwraps the DEK(s) using, for example, the private encryp-
tion key corresponding to the second user of the second
computing device (block 1002). The unwrapping of
the DEK(s) provides the EE 306 of the second computing
device 106 with the actual (e.g., usable) DEK(s). In the
example of FIG. 10, the EE 306 decrypts the E-ISO image
using the unwrapped DEK(s) to obtain access to the ISO
image (block 1004). In the illustrated example of FIG. 10, the
ISO image is mounted to the OS file system mount point 214
to expose the shared data to the OS of the second computing
device 106 as a virtual drive (block 1006). The example of
FIG. 10 then ends (block 1008).

FIG. 11 is a block diagram of an example processor plat-
form 1100 capable of executing the instructions of FIGS. 7
and/or 8 to implement the example key manager 110 and/or
the example access policy manager 112 of the example CSP
102 of FIGS. 1 and/or 2, capable of executing the instructions
of FIGS. 9 and/or 10 to implement the example first comput-
ing device 104 and/or the example second computing device
106 of FIGS. 1-4. The processor platform 1100 can be, for
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example, a server, a personal computer, a mobile device (e.g.,
a cell phone, a smart phone, a tablet such as an iPad™), a
wearable media device (e.g., Google Glass®), an Internet
appliance, or any other type of computing device.

The processor platform 1100 of the illustrated example
includes a processor 1112. The processor 1112 of the illus-
trated example is hardware. For example, the processor 1112
can be implemented by one or more integrated circuits, logic
circuits, microprocessors or controllers from any desired
family or manufacturer.

The processor 1112 of the illustrated example includes a
local memory 1113 (e.g., a cache). The processor 1112 of the
illustrated example is in communication with a main memory
including a volatile memory 1114 and a non-volatile memory
1116 via a bus 1118. The volatile memory 1114 may be
implemented by Synchronous Dynamic Random Access
Memory (SDRAM), Dynamic Random Access Memory
(DRAM), RAMBUS Dynamic Random Access Memory
(RDRAM) and/or any other type of random access memory
device. The non-volatile memory 1116 may be implemented
by flash memory and/or any other desired type of memory
device. Access to the main memory 1114, 1116 is controlled
by a memory controller.

The processor platform 1100 of the illustrated example
also includes an interface circuit 1120. The interface circuit
1120 may be implemented by any type of interface standard,
such as an Ethernet interface, a universal serial bus (USB),
and/or a PCI express interface.

In the illustrated example, one or more input devices 1122
are connected to the interface circuit 1120. The input
device(s) 1122 permit(s) a user to enter data and commands
into the processor 1112. The input device(s) can be imple-
mented by, for example, an audio sensor, a microphone, a
camera (still or video), a keyboard, a button, a mouse, a
touchscreen, a track-pad, a trackball, isopoint and/or a voice
recognition system.

One or more output devices 1124 are also connected to the
interface circuit 1120 of the illustrated example. The output
devices 1124 can be implemented, for example, by display
devices (e.g., a light emitting diode (LED), an organic light
emitting diode (OLED), a liquid crystal display, a cathode ray
tube display (CRT), a touchscreen, a tactile output device, a
light emitting diode (LED), a printer and/or speakers). The
interface circuit 1120 of the illustrated example, thus, typi-
cally includes a graphics driver card, a graphics driver chip or
a graphics driver processor.

The interface circuit 1120 of the illustrated example also
includes a communication device such as a transmitter, a
receiver, a transceiver, a modem and/or network interface
card to facilitate exchange of data with external machines
(e.g., computing devices of any kind) via a network 1126
(e.g., an Ethernet connection, a digital subscriber line (DSL),
a telephone line, coaxial cable, a cellular telephone system,
etc.).

The processor platform 1100 of the illustrated example
also includes one or more mass storage devices 1128 for
storing software and/or data. Examples of such mass storage
devices 1128 include floppy disk drives, hard drive disks,
compact disk drives, Blu-ray disk drives, RAID systems, and
digital versatile disk (DVD) drives.

The coded instructions 1132 of FIGS. 7, 8, 9 and/or 10 may
be stored in the mass storage device 1128, in the volatile
memory 1114, in the non-volatile memory 1116, and/or on a
removable tangible computer readable storage medium such
asa CD or DVD.

An example method of securely sharing data disclosed
herein includes generating, at a first device of a first user of a
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cloud service, an archive file representative of a drive of the
first device; encrypting, via a processor, the archive file to
form an encrypted archive file; and conveying the encrypted
archive file to a cloud service provider, the encrypted archive
file to be decrypted by a second device of a second user of the
cloud service, the decrypted archive file to be mounted to an
operating system of the second device.

In some examples, the method includes wrapping an
encryption key used to encrypt the archive file using with key
data corresponding to the second user.

In some examples, the method comprises provisioning the
encrypted archive file with the wrapped encryption key
before conveying the encrypted archive file to the cloud ser-
vice provider.

In some examples, the method includes receiving the key
data from the cloud service provider.

In some examples, the method includes conveying access
instructions to the cloud service provider to define access
privileges to contents of the drive.

In some examples, the method includes, in response to
receiving a second encrypted archive file corresponding to
second data of a second drive of the second device of the
second user, decrypting the second encrypted archive file to
generate a second decrypted archive file; and mounting the
second decrypted archive file to a second operating system of
the first device.

In some examples, generating the archive file comprises
generating an ISO image capable of being mounted to an
operating system.

An example tangible computer readable storage medium
disclosed herein includes instructions that, when executed,
cause a machine to at least generate, at a first device of a first
user of acloud service, an archive file representative ofa drive
of the first device; encrypt the archive file to form an
encrypted archive file; and convey the encrypted archive file
to a cloud service provider, the encrypted archive file to be
decrypted by a second device of a second user of the cloud
service, the decrypted archive file to be mounted to an oper-
ating system of the second device.

In some examples of the storage medium, the instructions,
when executed, cause the machine to wrap an encryption key
used to encrypt the archive file with key data corresponding to
the second user.

In some examples of the storage medium, the instructions,
when executed, cause the machine to provision the encrypted
archive file with the wrapped encryption key before convey-
ing the encrypted archive file to the cloud service provider.

In some examples of the storage medium, the key data is
received from the cloud service provider.

In some examples of the storage medium, the instructions,
when executed, cause the machine to convey access instruc-
tions to the cloud service provider to define access privileges
to contents of the drive.

In some examples of the storage medium, the instructions,
when executed, cause the machine to, in response to receiving
a second encrypted archive file corresponding to second data
of a second drive of the second device of the second user,
decrypt the second encrypted archive file to generate a second
decrypted archive file; and mount the second decrypted
archive file to a second operating system of the first device.

In some examples of the storage medium, generating the
archive file includes generating an ISO image capable of
being mounted to an operating system.

An example apparatus disclosed herein includes memory
to store data associated with a first user of a cloud service; an
archive generator to generate an archive file representative of
first data of the memory; an encryption engine to encrypt the
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archive file to form an encrypted archive file; and a commu-
nicator to convey the encrypted archive file to a computing
device of a cloud service provider, the encrypted archive file
to be decrypted by a second computing device associated with
a second user of the cloud service, the decrypted archive file
to be mounted to an operating system of the second comput-
ing device.
In some examples, the apparatus includes a trusted execu-
tion environment to wrap an encryption key used by the
encryption engine to encrypt the archive file with a key data
corresponding to the second user of the cloud service.
In some examples of the apparatus, the trusted execution
environment is to provision the encrypted archive file with the
wrapped encryption key before conveying the encrypted
archive file to the first computing device of the cloud service
provider.
In some examples, the apparatus includes a user interface
to convey access instructions to the cloud service provider to
define access privileges to contents the first data of the
memory.
In some examples of the apparatus, the encryption engine
is to, in response to receiving a second encrypted archive file
corresponding to second data of a second memory of the
second computing device, decrypt the second encrypted
archive file to generate a second decrypted archive file.
In some examples, the apparatus includes a mount point to
mount the second decrypted archive file to an operating sys-
tem of the second computing device.
Although certain example methods, apparatus and articles
of manufacture have been disclosed herein, the scope of cov-
erage of this patent is not limited thereto. On the contrary, this
patent covers all methods, apparatus and articles of manufac-
ture fairly falling within the scope of the claims of this patent.
What is claimed is:
1. A method of securely sharing data, comprising:
generating, at a first device of a first user of a cloud service,
anarchive file representative of a drive of the first device;

encrypting, by executing an instruction with a processor,
the archive file with an encryption key to form an
encrypted archive file;

wrapping, by executing an instruction with the processor,

the encryption key with key data associated with a sec-
ond user of the cloud service;

provisioning the encrypted archive file with the wrapped

encryption key; and

conveying the provisioned, encrypted archive file to a

cloud service provider, the encrypted archive file to be
decrypted by a second device of the second user of the
cloud service based on the wrapped encryption key, the
decrypted archive file to be mounted to an operating
system of the second device.

2. A method as defined in claim 1, further including receiv-
ing the key data from the cloud service provider.

3. A method as defined in claim 1, further including con-
veying access instructions to the cloud service provider to
define access privileges to contents of the drive.

4. A method as defined in claim 1, further including:

in response to receiving a second encrypted archive file

corresponding to second data of a second drive of the
second device of the second user, decrypting the second
encrypted archive file to generate a second decrypted
archive file; and

mounting the second decrypted archive file to a second

operating system of the first device.

5. A method as defined in claim 1, wherein the archive file
is an ISO image capable of being mounted to an operating
system.
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6. A method as defined in claim 1, wherein the key data
associated with the second user of the cloud service is at least
one of a private key generated based on a password associated
with the second user of the cloud service or a public key
associated with the second user.

7. A tangible computer readable storage medium compris-
ing instructions that, when executed, cause a first device of a
first user of a cloud service to at least:

generate an archive file representative of a drive of the first

device;

encrypt, with an encryption key, the archive file to form an

encrypted archive file;

wrap the encryption key with key data associated with a

second user of the cloud service;

provision the encrypted archive file with the wrapped

encryption key; and

convey the provisioned, encrypted archive file to a cloud

service provider of the cloud service, the encrypted
archive file to be decrypted by a second device of the
second user of the cloud service based on the wrapped
encryption key, the decrypted archive file to be mounted
to an operating system of the second device.

8. A storage medium as defined in claim 7, wherein the key
data is received from the cloud service provider.

9. A storage medium as defined in claim 7, wherein the
instructions, when executed, cause the first device to convey
access instructions to the cloud service provider to define
access privileges to contents of the drive.

10. A storage medium as defined in claim 7, wherein the
instructions, when executed, cause the first device to:

in response to receiving a second encrypted archive file

corresponding to second data of a second drive of the
second device of the second user, decrypt the second
encrypted archive file to generate a second decrypted
archive file; and

mount the second decrypted archive file to a second oper-

ating system of the first device.

11. A storage medium as defined in claim 7, wherein the
archive file is an ISO image capable of being mounted to an
operating system.

12. A storage medium as defined in claim 7, wherein the
key data associated with the second user of the cloud service
is at least one of a private key generated based on a password
associated with the second user of the cloud service or a
public key associated with the second user.

13. An apparatus, comprising:

memory to store data associated with a first user of a cloud

service;

a processor;

an archive generator to generate an archive file representa-

tive of first data of the memory;

an encryption engine to encrypt the archive file to form an

encrypted archive file with an encryption key;

a trusted execution environment to:

wrap the encryption key with key data associated with a
second user of the cloud service; and

provision the encrypted archive file with the wrapped
encryption key; and

a communicator to convey the provisioned, encrypted

archive file to a computing device of a cloud service
provider, the encrypted archive file to be decrypted by a
second computing device of the second user of the cloud
service based on the wrapped encryption key, the
decrypted archive file to be mounted to an operating
system of the second computing device; at least one of
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the archive generator, the encryption engine, the trusted
execution environment, and the communicator imple-
mented by the processor.

14. An apparatus as defined in claim 13, further including
a user interface to convey access instructions to the cloud
service provider to define access privileges to contents the
first data of the memory.

15. An apparatus as defined in claim 13, wherein the
encryption engine is to, in response to receiving a second
encrypted archive file corresponding to second data of a sec-
ond memory of the second computing device, decrypt the
second encrypted archive file to generate a second decrypted
archive file.

16. An apparatus as defined in claim 15, further including
amount point to mount the second decrypted archive file to an
operating system of the second computing device.

17. An apparatus as defined in claim 13, wherein the key
data associated with the second user of the cloud service is at
least one of a private key generated based on a password
associated with the second user of the cloud service or a
public key associated with the second user.
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